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§ 785.20 Reporting a violation. 
If a person learns that a violation of 

the Additional Protocol, the Act, or 
the APR has occurred or may occur, 
that person may notify: Office of Ex-
port Enforcement, Bureau of Industry 
and Security, U.S. Department of Com-
merce, 14th Street and Constitution 
Avenue, NW., Room H–4520, Wash-
ington, DC 20230; Tel: (202) 482–1208; 
Facsimile: (202) 482–0964. 

PART 786—RECORDS AND 
RECORDKEEPING 

Sec. 
786.1 Inspection of records. 
786.2 Recordkeeping. 
786.3 Destruction or disposal of records. 

AUTHORITY: United States Additional Pro-
tocol Implementation Act of 2006, Pub. Law 
No. 109–401, 120 Stat. 2726 (December 18, 2006) 
(to be codified at 22 U.S.C. 8101–8181); Execu-
tive Order 13458 (February 4, 2008). 

SOURCE: 73 FR 65128, Oct. 31, 2008, unless 
otherwise noted. 

§ 786.1 Inspection of records. 
Upon request by BIS, you must per-

mit access to and copying of any record 
relating to compliance with the re-
quirements of the APR. This requires 
that you make available the equipment 
and, if necessary, knowledgeable per-
sonnel for locating, reading, and repro-
ducing any record. Copies may be nec-
essary to facilitate IAEA Team review 
of documents during complementary 
access. The IAEA Team may not re-
move these documents from the loca-
tion without BIS authorization (see 
§ 784.3(j)(2) of the APR). 

§ 786.2 Recordkeeping. 
(a) Requirements. Each person and lo-

cation required to submit a report or 
correspondence under parts 782 through 
784 of the APR must retain all sup-
porting materials and documentation 
used to prepare such report or cor-
respondence. 

(b) Three year retention period. All 
supporting materials and documenta-
tion required to be kept under para-
graph (a) of this section must be re-
tained for three years from the due 
date of the applicable report or for 
three years from the date of submis-

sion of the applicable report, whichever 
is later. Due dates for reports and cor-
respondence are indicated in parts 782 
through 784 of the APR. 

(c) Location of records. Records re-
tained under this section must be 
maintained at the location or must be 
accessible at the location for purposes 
of complementary access at the loca-
tion by IAEA Teams. 

(d) Reproduction of original records. (1) 
You may maintain reproductions in-
stead of the original records, provided 
all of the requirements of paragraph (b) 
of this section are met. 

(2) If you must maintain records 
under this part, you may use any pho-
tostatic, miniature photographic, 
micrographic, automated archival stor-
age, or other process that completely, 
accurately, legibly and durably repro-
duces the original records (whether on 
paper, microfilm, or through electronic 
digital storage techniques). The proc-
ess must meet all of the following re-
quirements, which are applicable to all 
systems: 

(i) The system must be capable of re-
producing all records on paper. 

(ii) The system must record and be 
able to reproduce all marks, informa-
tion, and other characteristics of the 
original record, including both obverse 
and reverse sides (unless blank) of 
paper documents in legible form. 

(iii) When displayed on a viewer, 
monitor, or reproduced on paper, the 
records must exhibit a high degree of 
legibility and readability. For purposes 
of this section, legible and legibility 
mean the quality of a letter or numeral 
that enable the observer to identify it 
positively and quickly to the exclusion 
of all other letters or numerals. Read-
able and readability mean the quality 
of a group of letters or numerals being 
recognized as complete words or num-
bers. 

(iv) The system must preserve the 
initial image (including both obverse 
and reverse sides, unless blank, of 
paper documents) and record all 
changes, who made them and when 
they were made. This information 
must be stored in such a manner that 
none of it may be altered once it is ini-
tially recorded. 

(v) You must establish written proce-
dures to identify the individuals who 
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are responsible for the operation, use 
and maintenance of the system. 

(vi) You must keep a record of where, 
when, by whom, and on what equip-
ment the records and other informa-
tion were entered into the system. 

(3) Requirements applicable to a system 
based on digital images. For systems 
based on the storage of digital images, 
the system must provide accessibility 
to any digital image in the system. The 
system must be able to locate and re-
produce all records according to the 
same criteria that would have been 
used to organize the records had they 
been maintained in original form. 

(4) Requirements applicable to a system 
based on photographic processes. For sys-
tems based on photographic, photo-

static, or miniature photographic proc-
esses, the records must be maintained 
according to an index of all records in 
the system following the same criteria 
that would have been used to organize 
the records had they been maintained 
in original form. 

§ 786.3 Destruction or disposal of 
records. 

If BIS or any other authorized U.S. 
government agency makes a formal or 
informal request for a certain record or 
records, such record or records may not 
be destroyed or disposed of without the 
written authorization of the requesting 
entity. 
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